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Data Ethics Concept for the City of Ulm

PREAMBLE

The data ethics concept contains ethical guidelines for the design, programming and
operation as well as for the use of data, applications and IT systems by the City of Ulm. The
concept determines ethical principles and value propositions for Ulm’s city administration to
optimize the handling of the city's data. With this concept, the City of Ulm is pursuing the goal
of using digitalization to further the common good with applicable means. Negative excesses
must be prevented through ethical guidelines. In the center of attention are the citizens of
Ulm, the concept of citizen orientation and the goal of added value for the city, the region,
and the society.

The City of UIm is aware that a data ethics concept alone does not guarantee public welfare-
orientation or the inclusion and protection of vulnerable groups. It can only be a guideline and
a principle for further action and requires constant reflection by all stakeholders upon their
goals.

Digital technologies have the potential to make the city’s provision of administrative services
more efficient and citizen oriented. However, it is important that technology is not an
objective in itself, but a means to achieve public tasks.

The data ethics concept applies to all actions of the city administration. The City of Ulm is
working towards an adoption of the data ethics concept by the entire city group including all
holdings. As part of its involvement in committees, associations and companies, the City of
Ulm commits that all these bodies respect the contents of the data ethics concept, too. The
ethical regulatory framework for this action is recorded in the German constitution, in
particular in the fundamental rights, and in the European legal requirements, namely the
GDPR. In addition, the relevant legislation and procedural rules relating to the use of data

apply.
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1. SECURING PRIVACY

The privacy of citizens is of the highest priority and will be respected. Personal data must be
protected. Privacy by Design ensures that only necessary data is collected and processed
and that it is securely protected. The right of citizens to access the personal data collected
about them by the city within the meaning of the GDPR is safeguarded.

When collecting, processing and publishing data, data protection must be taken into account
from the beginning. Personal data is subject to the individual's right to informational self-
determination guaranteed by the constitution and the established jurisdiction. The collection
and, if necessary, transfer of personal data is not carried out for the purpose of selling or
obtaining any payment in return.

2. OPENING DATA

Open data are all data sets which are made freely accessible to society in the interest of the
general public without any restrictions for free use, further distribution and free further reuse.
Open urban data is a necessary element of technological sovereignty. The aim of urban
action must be to make this data available in a transparent, barrier-free, complete, machine-
accessible and sustainable manner. Innovations and improvements in urban cohabitation are
promoted by the open provision of all collected, non-personal urban data.

The aim is to benefit from using existing data to create transparency, make knowledge
accessible, involve citizens, improve already existing government services, generate new
knowledge through a scientific debate and enable new business models.

3. ENSURING THE TRANSFER AND FURTHER USE OF OPEN DATA

The City of UIm is counting on the binding adoption of open standards, document and data
formats as well as communication protocols to improve transparency, coordination between
its institutions and the cooperation with civil society, business and science.

The city, society, science and business should benefit from a high level of dissemination and
the use of the data and creations, which are collected and created by the City of Ulm and its
holdings or on its behalf. Everything beyond is to be regulated in a statute. The city
administration of Ulm will respect these principles when passing on data.
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4. AVOIDING DEPENDENCIES AND STRENGTHENING SOVEREIGNTY

The city of Ulm strives for the greatest possible technological sovereignty. All third-party
services and products used should be developed based on commonly agreed and open
standards.

The use of previously established and widely recognized standards ensures that services
and products can be continuously developed so the city will get the most value out of it. Any
strong dependence on individual companies is to be avoided. The independence cannot be
guaranteed with proprietary interfaces and exchange formats. In justified cases, however,
proprietary software can be used. Open interfaces and exchange formats should always be
used for the possibility of a later exchange of individual components.

5. SECURING DEMOCRATIC CONTROL

Digital democracy enables greater citizen participation in the design and management of
cities and urban services. Within the limits set by the municipal regulations and the main
statutes of the City of UIm, the municipal council and its committees advise and decide on
the objectives, development, implementation and use of digitization projects.

6. TRANSPARENT USAGE OF DATA, ALGORITHMS AND AUTOMATED SYSTEMS

The responsibility of democratically elected bodies for decisions made by the city must be
maintained. Automated procedures must not replace them. The criteria of automated
administrative decisions must be disclosed. In communications of the city with the citizens, it
must be clear from the beginning if a machine is used or decisions are solely made by
means of technical systems without any involvement of an employee.

Tools, data and algorithms should be transparent and open. A procedure practiced in this
way enables the City of UIm and all others to keep results and work processes transparent,
comprehensible and reproducible for third parties.

In all data-related decision-making mechanisms, the origin of the underlying data and the
inherent distortion effects must be reflected.

7. ENSURING THE SAFETY OF THE SYSTEMS BEEING USED

The technical systems being used are protected against cyberattacks, manipulation and
unauthorized access according to the latest state of the art and in all conscience.
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8. EMBEDING PUBLIC SERVICE OBLIGATIONS, SUSTAINABILITY AND SOCIAL
RESPONSIBILITY

The development and testing of new technologies and the combining, aggregating and
interpreting of different data sets can produce unexpected and possibly unwanted side
effects. The digitalization process must therefore be committed to the public interest at all
times, without marginalizing room for experimentation.

The goal of digital transformation must always be a process-related, social, economic and/or
ecological improvement of urban administrative services and offerings, both for present and
future generations. This should be done as economically and cost efficient as possible.

9. EVALUATION AND SANCTIONS

As soon as the existing legal framework, laws and municipal statutes are overtaken by new,
superior technologies, ethical consequences must be in all conscience. The rules must be
further developed by and with the democratically legitimized bodies.

The data ethics concept and its compliance will be regularly reviewed and revised if
necessary. This includes an external evaluation.

The form of possible sanctions will be worked out in a trial phase and will then be
implemented.

The present document is licensed under a Creative Commons Attribution-ShareAlike 4.0 International
Licence, City of Ulm / Digital Agenda. The graphics are excluded from the license.

This is the English translation of the Data Ethics Concept of the City of UIm. Please note that the
German version is considered as valid due to its approval by the City Council in October 2020.
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